ABSTRACT
THE ACCESS CONTROL LANDSCAPE
his section gives a brief overview of dynamic access control service in information systems, as well as an executive summary of the newly released Attribute Based Access Control (ABAC) document. A government report 1 is available on that subject, and the rationale underlying this paper is to expose that initiative, from a service perspective. Cybersecurity is a major subject in the modern world, and effective access control is an important aspect of cybersecurity and information technology service management (ITSM).
In most information systems, access control is based on identity management. The user provides identity credentials to the system, and based on that identity, that person is permitted to perform certain well-defined operations. Control is maintained by access control lists, often implemented as a matrix that implicitly specifies the level of authorization between subjects and objects. Mandatory and discretionary controls are established on a system-wide basis and are typically the responsibility of the owners of the various objects. Access control management is the cumbersome process of adding and revoking privileges as organizational structures change, and it applies to physical as well as informational structures.
With Attribute Based Access Control (ABAC), access control management relies on the use of subject attributes, object attributes, and control rules that define the allowable operations determined by the various relationships between subject-object combinations. For example, an analyst in the supply-chain group would be assigned a set of subject attributes upon employment. Similarly, the database administrator would assign a set of supplier attributes when the supply-chain database is populated. Finally, the owner of the supplier database creates an appropriate set of access control rules that governs the permissible operations.
It follows that attributes of subjects and objects and the values of those attributes can be modified during the lifecycle of a project without having to change a subject/object relationship whenever a relevant event occurs. Similarly, access rules can be adjusted as a result of external events and conditions without having to modify the subject and object attributes. Access behavior can be adjusted dynamically adding to the flexibility and efficiency 1 NIST 800-162.
1.
Establish the business case for ABAC implementation; 2.
Understand the operational requirement and overall enterprise architecture; 3.
Establish or refine business processes to support ABAC; 4.
Develop and acquire an interoperable set of capabilities; and 5.
Operate with efficiency.
The principles apply to the Federal Government in particular and all business, educational, and governmental organizations in general. The National Institute for Science and Technology has prepared a draft of ABAC for Federal agencies; it is currently out for public review. The concepts apply equally well to non-federal organizations, such as business organizations and educational institutions. Accordingly, public awareness is required for effective review by concerned parties. Many organizations might want to independently develop an ABAC system based on their particular needs.
NECESSARY TERMINOLOGY
Several terms are implicitly understood in the security and control domains but are usually left undefined, some of which that are relevant to this paper are: object, subject, user, attribute, identity, credential, authentication, authorization, privileges, policy, policy decision point, and policy enforcement point. There are others, of course, but this list gives the main terms.
A resource that has value to the organization and is regarded by the object's owner as something that should be protected is referred to as an object, such as information, a computational facility, or a network. The person or non-person entity that requests access to the object is known as the subject. There are differing opinions of exactly what constitutes a subject, but it is safe to think of the subject as a user. Information about a subject -but not what a subject knows -is that subject's attributes, or more properly "subject attributes." A subject attribute could be a person's role in an organization. Subject attributes that uniquely distinguish one subject from another is known as an identity. Attributes applied to an object are known as object attributes. An object attribute may be inherent in the object or it may be a designation that someone has assigned to that object with the objective of restricting access.
A subset of a subject's attributes used to verify a subject is called a credential, and is used to permit access to a system or resource. Authentication is the process of verifying that a subject is who he or she says they are and does not necessarily give permission to do anything, except in elementary cases. Authorization gives the subject privilege to access a resource, based on a rule set, termed a policy. Policies are customarily digital, implying that their use is intended to be used by a computational resource as part of a total system configuration. A policy decision point (PDP) is the mechanism within access control where a decision is made to assign privileges to perform certain tasks in the application domain, and a policy enforcement point (PEP) serves as the point of enforcement for permission or denial to access services.
